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GENERAL NOTES

THE PRODUCT INCLUDING THE SOFTWARE PROVIDED BY GEMALTO M2M GMBH (“GEMALTO M2M") WITH
THE PRODUCT (“PRODUCT") IS DEEMED ACCEPTED BY RECIPIENT AND IS PROVIDED WITHOUT
INTERFACE TO RECIPIENT'S PRODUCTS. THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED FOR
TESTING, EVALUATION, INTEGRATION AND INFORMATION PURPOSES.

COPYRIGHTS
THE SOFTWARE OBTAINED FROM GEMALTO M2M TOGETHER WITH THE PRODUCT (“SOFTWARE”) IS THE
INTELLECTUAL PROPERTY OF GEMALTO M2M AND/OR ITS LICENSORS.

LIMITED LICENCE GRANT

SUBJECT TO THE TERMS AND CONDITIONS IN THIS AGREEMENT, THE RECIPIENT, ITS CUSTOMERS AND
END-CUSTOMERS OF THE PRODUCT SHALL HAVE A NON-EXCLUSIVE RIGHT TO USE THE PRODUCT
OBTAINED FROM GEMALTO M2M. THE RECIPIENT SHALL NOT AND SHALL CONTRACTUALLY BIND ITS
CUSTOMERS AND THE END-CUSTOMERS NOT TO TRANSFER, COPY, MODIFY, TRANSLATE, REVERSE
ENGINEER, CREATE DERIVATIVE WORKS, DISASSEMBLE OR DECOMPILE THE SOFTWARE OR
OTHERWISE USE THE SOFTWARE EXCEPT AS SPECIFICALLY AUTHORIZED BY THE PURPOSE OF THIS
AGREEMENT OR BY MANDATORY LAW. GEMALTO M2M SHALL BE A THIRD PARTY BENEFICIARY IN THE
AGREEMENTS WITH CUSTOMERS AND END-CUSTOMERS REGARDING THE SOFTWARE.

ANY RIGHT, TITLE AND INTEREST IN AND TO THE PRODUCT, OTHER THAN THOSE EXPRESSLY GRANTED
TO THE RECIPIENT UNDER THIS AGREEMENT, SHALL REMAIN VESTED WITH GEMALTO M2M OR ITS
THIRD PARTY LICENSORS.

GEMALTO M2M IS NOT OBLIGED TO MAKE THE SOURCE CODE OF THE SOFTWARE AVAILABLE TO THE
RECIPIENT.

DISCLAIMER OF WARRANTY

THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED ON AN “AS IS” BASIS ONLY AND MAY CONTAIN
DEFICIENCIES OR INADEQUACIES. THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, GEMALTO M2M FURTHER DISCLAIMS ALL WARRANTIES, INCLUDING WITHOUT
LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY, COMPLETENESS, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT OF THIRD-PARTY RIGHTS. THIS PRODUCT IS NOT
INTENDED FOR USE IN LIFE SUPPORT APPLIANCES, DEVICES OR SYSTEMS WHERE A MALFUNCTION
OF THE PRODUCT CAN REASONABLY BE EXPECTED TO RESULT IN PERSONAL INJURY. APPLICATIONS
INCORPORATING THE DESCRIBED PRODUCT MUST BE DESIGNED TO BE IN ACCORDANCE WITH THE
TECHNICAL SPECIFICATIONS PROVIDED IN THESE GUIDELINES. FAILURE TO COMPLY WITH ANY OF THE
REQUIRED PROCEDURES CAN RESULT IN MALFUNCTIONS OR SERIOUS DISCREPANCIES IN RESULTS.
FURTHERMORE, ALL SAFETY INSTRUCTIONS REGARDING THE USE OF MOBILE TECHNICAL SYSTEMS,
INCLUDING GSM AND GPS PRODUCTS, WHICH ALSO APPLY TO CELLULAR PHONES MUST BE
FOLLOWED. GEMALTO M2M CUSTOMERS USING THIS PRODUCT FOR USE IN ANY APPLICATIONS DO SO
AT THEIR OWN RISK AND AGREE TO FULLY INDEMNIFY GEMALTO M2M FOR ANY DAMAGES RESULTING
FROM ILLEGAL USE.
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EXCLUSION OF LIABILITY

GEMALTO M2M, ITS LEGAL REPRESENTATIVES AND VICARIOUS AGENTS SHALL — IRRESPECTIVE OF
THE LEGAL GROUND — ONLY BE LIABLE FOR DAMAGES IF THE DAMAGE WAS CAUSED THROUGH
CULPABLE BREACH OF A MAJOR CONTRACTUAL OBLIGATION (CARDINAL DUTY), I.LE. A DUTY THE
FULFILMENT OF WHICH ALLOWS THE PROPER EXECUTION OF THE RESPECTIVE AGREEMENT IN THE
FIRST PLACE OR THE BREACH OF WHICH PUTS THE ACHIEVEMENT OF THE PURPOSE OF THE
AGREEMENT AT STAKE, RESPECTIVELY, AND ON THE FULFILMENT OF WHICH THE RECIPIENT
THEREFORE MAY RELY ON OR WAS CAUSED BY GROSS NEGLIGENCE OR INTENTIONALLY. ANY
FURTHER LIABILITY FOR DAMAGES SHALL — IRRESPECTIVE OF THE LEGAL GROUND — BE EXCLUDED.
IN THE EVENT THAT GEMALTO M2M IS LIABLE FOR THE VIOLATION OF A MAJOR CONTRACTUAL
OBLIGATION IN THE ABSENCE OF GROSS NEGLIGENCE OR WILFUL CONDUCT, SUCH LIABILITY FOR
DAMAGE SHALL BE LIMITED TO AN EXTENT WHICH, AT THE TIME WHEN THE RESPECTIVE AGREEMENT
IS CONCLUDED, GEMALTO M2M SHOULD NORMALLY EXPECT TO ARISE DUE TO CIRCUMSTANCES THAT
THE PARTIES HAD KNOWLEDGE OF AT SUCH POINT IN TIME. GEMALTO M2M SHALL IN NO EVENT BE
LIABLE FOR INDIRECT AND CONSEQUENTIAL DAMAGES OR LOSS OF PROFIT. GEMALTO M2M SHALL IN
NO EVENT BE LIABLE FOR AN AMOUNT EXCEEDING € 20,000.00 PER EVENT OF DAMAGE. WITHIN THE
BUSINESS RELATIONSHIP THE OVERALL LIABILITY SHALL BE LIMITED TO A TOTAL OF € 100,000.00.
CLAIMS FOR DAMAGES SHALL BECOME TIME-BARRED AFTER ONE YEAR AS OF THE BEGINNING OF THE
STATUTORY LIMITATION PERIOD. IRRESPECTIVE OF THE RECIPIENT'S KNOWLEDGE OR GROSS
NEGLIGENT LACK OF KNOWLEDGE OF THE CIRCUMSTANCES GIVING RISE FOR A LIABILITY ANY CLAIMS
SHALL BECOME TIME-BARRED AFTER FIVE YEARS AS OF THE LIABILITY AROSE. THE AFOREMENTIONED
LIMITATION OR EXCLUSION OF LIABILITY SHALL NOT APPLY IN THE CASE OF CULPABLE INJURY TO LIFE,
BODY OR HEALTH, IN CASE OF INTENTIONAL ACTS, UNDER THE LIABILITY PROVISIONS OF THE GERMAN
PRODUCT LIABILITY ACT (PRODUKTHAFTUNGSGESETZ) OR IN CASE OF A CONTRACTUALLY AGREED
OBLIGATION TO ASSUME LIABILITY IRRESPECTIVE OF ANY FAULT (GUARANTEE).

SECRECY

THE RECIPIENT UNDERTAKES FOR AN UNLIMITED PERIOD OF TIME TO OBSERVE SECRECY REGARDING
ANY INFORMATION AND DATA PROVIDED TO HIM IN THE CONTEXT OF THE CONTRACTUAL
RELATIONSHIP AND CLASSIFIED AS CONFIDENTIAL OR OTHERWISE RECOGNISABLE AS CONFIDENTIAL,
IN PARTICULAR AS TRADE OR COMPANY SECRET AND — AS FAR AS NOT NECESSARY FOR THE
ACHIEVEMENT OF THE PURPOSE OF THE CONTRACT — TO NEITHER RECORD NOR FORWARD TO THIRD
PARTIES NOR USE IN ANY WAY. EMPLOYEES AND THIRD PARTIES INVOLVED SHALL BE BOUND TO
OBSERVE THE ABOVE PROVISIONS.

MISCELLANEOUS

THE INTERPRETATION OF THIS GENERAL NOTE SHALL BE GOVERNED AND CONSTRUED ACCORDING
TO GERMAN LAW WITHOUT REFERENCE TO ANY OTHER SUBSTANTIVE LAW. LEGAL VENUE FOR ALL
DISPUTES ARISING FROM THIS AGREEMENT SHALL BE MUNICH, GERMANY.

IN THE EVENT OF A CONFLICT BETWEEN THE PROVISIONS OF THIS AGREEMENT AND ANOTHER
AGREEMENT REGARDING THE PRODUCT (EXCEPT THE GENERAL TERMS AND CONDITIONS OF
GEMALTO M2M) THE OTHER AGREEMENT SHALL PREVAIL.

Copyright

Transmittal, reproduction, dissemination and/or editing of this document as well as utilization of its contents and
communication thereof to others without express authorization are prohibited. Offenders will be held liable for
payment of damages. All rights created by patent grant or registration of a utility model or design patent are
reserved.

Copyright © 2018, Gemalto M2M GmbH, a Gemalto Company

Trademark Notice
Gemalto, the Gemalto logo, are trademarks and service marks of Gemalto and are registered in certain countries.
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1 Introduction

This Release Note refers to product:
Cinterion® BGS5 02.000
Firmware Revision: 02.000
Application Revision Number: 01.001.06
Based on previous release: BGS5 01.100, ARN00.000.21

1.1 Related Documents

[1] BGS5 AT Command Set, v02.000

[2] BGS5 Hardware Interface Description, v02.000

[3] Hardware Migration Guide: Differences between BGS1, BGS2, BGS5, EHSx, ELSx and
EMSx, vO1

[4] DSB75 Support Board Hardware Interface Description, v014

[5] Multi-Adapter R1 User Guide, v04

[6] Getting Started with BGS5, v01

[7] BGS5 Java User’'s Guide, vO7

[8] Multiplex Driver Installation Guide, v17

[9] Multiplex Driver Developer’'s Guide, v19

[10] Application Note 16: Upgrading ELS61, EHSx, PDSx, BGS5 Software, v03

[11] Application Note 17: Firmware Update over the Air, vO1

[12] Application Note 24: Application Developer’'s Guide, v07

[13] Application Note 26: Power Supply for Wireless Applications, v08

[14] Application Note 39: USB Interface Description, vO1

[15] Application Note 45: Jamming Detection - Radio Link Stability, vO8

[16] Application Note 48: SMT Module Integration, v05

To visit the Gemalto M2M Website you can use the following link:
http://m2m.gemalto.com/
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2 New Features

Feature

Brief description

AT+ICF

AT Command AT+ICF controls character framing and parity
format used for receiving and transmitting data on the
asynchronous serial interfaces ASCO and ASC1.

Details refer to [1].

“Xon/Xoff" software flow
control

AT command AT\Q now supports XON/XOFF software flow
control by setting parameter <n>to 1.

Note that XON/XOFF software flow control takes effect only on
ASCO.

Details refer to [1].

Dynamic Buffer Size
adaption on serial
interface

To support low latencies using low baudrates communication on
the serial interface, the used buffer size now dynamically adapts
to the used baudrates.

Dual Point-to-Point
Protocol (PPP) support

Current release of firmware supports two PPP connections at the
same time using two different CDC/ACM channels of BGS5
module.

Bearer Independent
Protocol (BIP)

The BGS5 module supports the BIP letter class "e" for the (U)SIM
Application Toolkit, which is now enabled by default.

Extended OTAP
password protection

The BGS5 module now supports to configure a local password
using AT command ATASCFG= "Userware/Passwd2". Once
configured, the ATASJOTAP write command is protected by the
local password (Passwd?2).

Details refer to [1].

SensorLogic service

The BGS5 module now supports to use the SensorLogic service.
This service is pre-installed but not enabled by default.
Details refer to [1].

BGS5_rn_v02.000
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3 Improved Features

Feature

Brief description

AT command

The ATASIJRA command is no longer supported in this release.
Use the ATASJAM command instead of ATASJRA to launch and
manages Java applications.

The AT+COPS? command response is corrected and now shows
registration mode according to 3GPP specification.

The detection of the "+" character on an AT interface in data
mode has been improved.

Automatic answering for
data calls

The ATSO settings are improved, and automatic answering for
data calls can work normally after rebooting the module.

Autobauding

BGS5 Autobauding function (AT+IPR=0) now works properly to
detect baudrates when Echo mode off (ATEOQ) is set.

Documentation updates

The description about the behaviour of changing AT+CNMI
parameters is improved in the BGS5 AT Command Set.
Changing AT+CNMI parameters on one of the ME's interfaces will
automatically restore AT+CNMI factory settings on all other
interfaces.

Details refer to [1].

The ATASPOW parameters' default values are now correctly
documented in the BGS5 AT Command Set. The ATASPOW
parameters' default values are:

<mode>=1

<timeout>=0

<awake>=0
Details refer to [1].

The behavior that ATASJDL command is affected by OBEX state
is now documented in the BGS5 AT Command Set.
Details refer to [1].

The certificate installation related description is improved in the
BGS5 Java User Guide.
Details refer to [7].

Java Virtual Machine
(JVM)

The IOError Exception have been extended. Along with the error
code, an error message is available.

AT command responses are not interrupted by URCs. By
improved synchronization, AT command and URC now appears
correctly.

Java MIDlet can be installed correctly via the OTAP install
process (ATASJOTAP) using HTTPS servers.

Several improvements to the “Secure Data Transfer” functionality
have been implemented. This covers HTTPS and TLS/SSL
functionality.

BGS5_rn_v02.000
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Feature

Brief description

The module can send SMS successfully when UCS2 data coding
scheme is used with the international number format.

Operator selection

The module can successfully select operator by manually
operation using AT+COPS command when the network signal
level keeps over -90dbm.

Power consumption

If CommConnection had been opened, and then
ATASPOW=0,0,0 is set, the power consumption can be reduced
correctly.

Real Time Clock

For the Real Time Clock (AT+CCLK), the year characters (yy) can
update correctly during power down or when the year changes.

Improved UDP package
handling

The risk of UDP package loss throughout the network in a
roaming environment has been improved in this release.

BGS5_rn_v02.000
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4 Known Issues

Feature

Brief description

AT command

When using the ATA"SCFG command, the
"Userware/Jamfile/Chkinterval" and "Userware/Jamfile/Chkrcvy"
configuration settings may show in response. Do not enable or
configure either of them to avoid unknown issues.

Bearer Independent
Protocol (BIP)

The BIP downloading may be interrupted while the module dials
up.

File system

For a deep path (which contains multiple levels of subfolders), its
maximum path length is less than 128 characters. This affects to
file access via AT commands and using the Java API
FileConnection.

To ensure performance and stability on the file system, it is
strongly recommended to use 90% memory at maximum of the
file system.

Internet service

When using the UDP client, you must use dynamically generated
port numbers for the UDP client. Any settings to the local port
take no effect.

In case of loss of network coverage, it may take a few minutes for
the AT command to respond, if:

- Turn off an opened HTTP post connection (ATASISC)

- Send data with EOD flag applied (ATASISW=x,0,1)

When closing a UDP client or an endpoint service, the URC
"ASISR:x,2" may not appear.

Java Virtual Machine
(JVM)

In rare cases, the Java Midlet cannot be installed by the JAR file.
Meanwhile the Java Midlet can be installed by the JAD file
successfully.

API FileConnection cannot delete empty directories. An
unexpected Java exception may show:
"javax.microedition.io.file.lllegalModeException: Connection is
write only".

Network service

Incorrect values may be transferred to the network if an APN
contains any of the following special characters:

# (number sign)

% (percent sign)

; (semicolon)

. (colon)

' (apostrophe)

" (accent grave)

Escape sequences, such as "\00" and "\02", cannot be interpreted
correctly.

After attaching or detaching GPRS via the AT+CGATT command,
the GPRS status index (for example, "E" or "-") in the ATASMONI
command response may be incorrect.

BGS5_rn_v02.000

2018-03-06
Confidential/Released




About Gemalto

Since 1996, Gemalto has been pioneering groundbreaking M2M and 10T products that keep our
customers on the leading edge of innovation.

We work closely with global mobile network operators to ensure that Cinterion® modules evolve
in sync with wireless networks, providing a seamless migration path to protect your IoT technology
investment.

Cinterion products integrate seamlessly with Gemalto identity modules, security solutions and licensing
and monetization solutions, to streamline development timelines and provide cost efficiencies that
improve the bottom line.

As an experienced software provider, we help customers manage connectivity, security and
quality of service for the long lifecycle of 10T solutions.

For more information please visit
www.gemalto.com/m2m, www.facebook.com/gemalto, or Follow@gemaltoloT on Twitter.

Gemalto M2M GmbH
Werinherstrasse 81
81541 Munich
Germany

to"
2 M2M.GEMALTO.COM

security to be free

© Gemalto 2018. Al rights reserved. Gemalto, the Gemalto logo, are trademarks and service marks of Gemalto and are registered in certain countries.



	1  Introduction
	1.1 Related Documents

	2  New Features
	3 Improved Features
	4  Known Issues

